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INVITATION FOR BID: GSA-049-17
ANTIVIRUS SOLUTIONS

AMENDMENT #4

1. Amend to replace page 38 with the “Revised 8/10/17 page 38" attached

All others remain unchanged.
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I'TEM UNIT PRICE
NO. DESCRIPTION QTY/UOM PRICE EXTENSION
1.1 Antivirus Solutions, Next Generation 2,500/endpoints $ hY
(NGAYV) as per the following specifications
1.2 Deployment/Installation Fee 2,500/endpoints h) 3

SPECIFICATIONS

Next Generation AV (NGAYV) Solution must meet the
following requirements:

The NGAYV shall employ algorithmic code analysis to identify
malicious software prior to execution

The NGAYV shall not permit software identified as malicious
to execute

The NGAYV shall provide protection against execution of malicious
software, memory attacks and control malicious scripts

The NGAV must be installed on Servers, Desktops, and Laptops
The NGAV must be recognized by Microsoft as Antivirus

The NGAV must provide detailed information on the treats
which are blocked

The NGAYV shall identify and block action by both malicious
executable code as well as malicious scripts or commands

The NGAYV shall detect and prevent unauthorized or malicious code
changes to programs running in system memory

The NGAYV shall function equally well on both Internet-connected
and air gapped networks

The NGAYV shall NOT require an Internet or network connection
to function at maximum efficiency

The NGAYV shall NOT require frequent updates of any
On premise component

The NGAYV shall NOT rely on a database of signatures or
hashes to identify malicious software

The NGAY shall NOT rely on behavior or heuristic analysis
to identify malicious sofiware

The NGAYV shall NOT rely on “whitelists” of known good
software to permit or deny execution

The NGAYV shall NOT rely on “sandboxing” to contain
malicious software

Next Generation AV (NGAYV) Solution
must include the following:

Agent software to be installed on each endpoints
Access to the cloud-based agent management console
Remote assistance with implementation and configuration
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